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AN Aobroach to Identification of Miniaum TCB Ronu1rompnts
For Various Threat/Risk Environments *

I troducti

This note attemots to identify the minimum Trusted Comprter Base
(TCB) renuired for classified data orncessing as a function of
the clearance(s) of the - user opopulation and the bhighest
classification of the data. ‘ ' '

Ne anproach the oroblpm hv first identifying broad catogorloq of

threat/risk and: then fgr erach of  the cateagories, identifv a
minimum TCBR that will provide orotaction suitable to th»
threat/risk environment. o

Remarks on Clearance
For the purposes . of this note, we are treating SCI as the highest

clearance level in the SCI., Top Secret. Secret. Confidential,
Unclassified hierarchy. While strictly speaking, SCI is an

"access aoproval" based on a Top Secrat clearance. and isvtreatedt‘
as a ‘category’” in Bell and Lapadula [2], in practice, it does .
represent a.different clearance standard for qut,holders‘of'quch

aoprovals (polygraoh verlflcatlon of P32 data)

'The throat/rlsk dlagram shown- in: 'F*qure~l~1q thp result of a
number of trials at identifying and depicting -the relationshios -

‘involved. "The major difficulty that has been encountered arises

from the fact that SCI has both hierarchical (discussed above)-

~and disjoint »Dropprtleq. Thus, while a Ton 3ecret clearance is
generally adeauate for a user to exist in a Top Sacret data
environment even when he does not have a need-to-know for all of
the Top 3Secret informatien in the environment, one SCI aoproval

. is not adecguate for a user te exist in'a data environment with

other SCI data. These anomal ies aside. the geperal thrust of ‘the
threat/risk environment matrix and 1t° internretation in terms of
minimum standards of ‘comouter security based on the DONCSC
evaluation criteria [1] is believed to be corract. It reoresents

reasonably- wall what we actually do,

* A rpv;qlon of Aooendlx I to Comments on DCID 1/16
of July |, 1932, : : a
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Threat / Risk Environment

The diagram, Figure 1, assigns threat/risk categories to the .
var ious combinations of classification and clearances, '

Max1mun nata Classification

— e —— ——— ———)

U Py 340 4 4

— ] e

C v by 2133741 4

- ——— ]

Lowest Level S vy 2020 40 40
User = m—— ) e ——
Clearances T3 Vv 20 20 2 0 3%
: ' T m g m—t H ' P ———
SCI e Y20 2 0 2 0 2%

- ' : §—— )

* With .more than one category of SCI
. ‘present, raise the threat/rlek
category number by [

-Figbre ]

" Threat/Risk Cauegorloe as a
- Function of Clearance/Claselflcatlon

'As indicated above, SCI is treated as though it is a separate
. clearance for npurpases of evaluvating threat’ and risk. The
"meanings" of the category numbers ar= shown below. : '

. Cateaory : - Meaping
o ' No threat or risk becarnse theare is no

classified data present. (included- for
completeness).

2 - No threat or risk:all parsons have
clearance for the (maximum) classification
of data present. :

3 Moderate threat/risk., different clearance
- standards, but adjacent clearances. :

4 . Maximum threat/risk: Aifferent. non-ad jacent
Co- clearances. '

Declassified and Approved For Release 2012/12/18 : CIA-RDP89B01354R000600720024-1




SN L

Ea®

_ F'The

.  Declassified and Approved For Rele_ase 2012/12/18 : CIA-RDP8QBO1354R000600720024-1

TN8211-003/590700 » . November 14, 1032
category is shown in Table |.
Type of Use

Threat/Risk General o Transact ion

Category ~ (Programming) , Only
' Use
I : D(common oracticei* ‘ D(common nractice)
2 - Bl(labeled security) Cl(discretionary)

3 _ FBB(sedurity domains) . B2(structured
' Lo : ' orotect ion)

4 S A2 (verified ‘ _ B3($e¢u?ity
’ implementation) - domains)-:

'*-descfipthe terms from [11].

© Table 1
MinimumvSécufity Standard for Computer Systems
As a Function.of‘Thréaﬁ/Riﬁﬁ”Cat§d6?? o

- The threat/risk environments assocated with . each category are.’

for the most part, self-exnlanatory. Clearly., in the category |

environment, there is no security threat or risk since there |is

no classified material involved.

In the case of the category 2 environment, there is no threat or .

riskvsihce all users are cleared/anproved for all material..

' The catégory 3 threat/risk environment, renresents a threat due

to the uneveness of the ‘clearance standards and a risk of
accidental disclosure. However, for annronriate adjacent
cTearance levels (Confidential-Secret, Too 3ecret — 3CI) where
the basic clearance standards are similar (Natinnal Aag=ncy Cheack,
Proof of Citizenship and some form of Backaronnd Investigation,

nossikbly augmented by 8 pnolygraph examination in the case of Ton

Sacret - 3CI or 3CII = SCI2) it can be argued that with a
suitably secure processor,that the threat and risk can be
contained, ' - ' ' ’ :

- The category 4 threat risk environment 1s the “multilevel”

environnant, where the clearance standards are sudstantially
different and/or where _uncleared jndividuals may exist on the
svstem. This environment renresents the maximum threat / risk and
r=quires the greatest 1level of protection that we know how to
brild. An examole of this category 1s the USAF Data Services

3
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Please note that the prososed standards are a MINIMUM and that

TNS211-003/590700 : . - November 14, 1932

Center in the'Pentagon;

specific cases can Juqtlry higher level svstems. Note also that
the proposed minimum levels are mandatorv. There is NJ excent ion
to the requirement, although aovoproving authorities may grant

- waivers’ on existing systems until the hardware thev are ronping

on is “ungraded’ or replaced. _

In general, where the data environment is multi-level (i.e. in
System  High and Compartmanted mode systems). there is a

requirement for systems exhibiting higher levals of bprotection -
than/ in Dedicated mode. use. This is becauss even though the .
threat/risk environment is low to moderate based on the same "
minimum level clearance . (for - System High) or whatever -
“justification is used for Comnartmented mode, there is a  greater -

risk of mixing data from higher classification files w1th that of
lower classification files and raleasing the data as' the lower

classification.. In the case of compartmented modeﬁooeration,;
. there is also an increased thrpat duo to the direct access of .

lower cleared 1nd1v1duals.
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